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l. Overview

The Covene Cohesion server installation process defines the steps required to install the Cohesion
platform and the modules it supports. The installation process will step through the creation of
groups, configuration of IIS, setup of the server to integrate with the Pexip Infinity management

node, and ready the system for use.
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2. Upgrading an Existing Installation

If a new installation is being installed, proceed to the next section.

In the case that a current version of Cohesion is already installed. Simply run the new installer on
the server with the existing installation. If the installer was run from command line with a custom
installation path specified, make sure the same installation path is specified again. The MongoDB
and Cohesion Windows Service services will be automatically stopped during installation. Once
installation has completed, proceed with the instructions in the Post-Installation Configuration
section in this document.

NOTE: It is highly recommended that the existing installation is backed up prior to installation of
the new system, so that the system can be restored in the event that there is an error during
installation, migration, or other technical problems preventing the new installation from working
properly. To make a backup, copy the existing installation directory to a secure location (the
default path is C:\Program Files (x86)\Covene\Covene Cohesion Server)).

3. Covene Cohesion Server Installation

1.Recommended System Specifications

The following are the minimum required resources. If hosting more than 1000 users more memory
and CPU should be allocated.

0OS: Microsoft Windows Server 2012 R2
CPU: Intel Xeon CPU 2.8GHz
Memory: 16GB

OS & App Storage: 200 GB recommended (60GB min. for Server 2012 R2 OS &
application)

Port Usage: TCP 5424 inbound to the server

Administrative Workstation Web Browser: Google Chrome Version 35 or greater; Firefox
Version 30 or greater

2.Server Domain Requirements
Covene Cohesion utilizes a read-only connection to Active Directory (AD) to authorize accounts
and must be installed on a Windows Server that is joined to your AD domain.

3. Exchange Integration Requirements
Integration is supported for Exchange Server 2013, and 2016. Integration with O365 is also
supported.
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4. User Groups in AD
Covene Cohesion uses two groups in AD to identify accounts that are administrators of the system
and accounts that are standard users of the platform. By default, the group names are:

e Covene Cohesion User

e Covene Cohesion Admin

You may use different group names but you must ensure the same names are supplied to the
installer during installation. You will need Domain Admin rights to create these groups within the
AD Users & Computers management application.

NOTE: At least one account must exist in the Covene Cohesion Admin group (or the name you
choose) in order to login and configure the platform.
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5. Install & Configure 1S on the Cohesion Server
The following instructions are instructions for installing IS and generally apply to Server 2012.
Your organization may have specific requirements for the installation of web servers, the
certificates to be used, and the configuration settings of the web server such as file and directory
location and hierarchy.

Your organization’s requirements may be incorporated if the following basic requirements and
their dependencies are met:

e  Microsoft Windows Server 2012 R2
o IS8
.NET Framework Features 4.5
ASP.NET 4.5
IIS Hostable Web Core
Windows Authentication for Security
Application Development .NET 4.5 Extensibility
Application Development ASP.NET 4.5

O O O O O O

IMPORTANT: Do not install the Cohesion server on server acting as a domain controller. Doing so
may prevent the software from correctly reading Active Directory information.
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1. 1IS Tasks

1. Open the Server Manager on the Cohesion server; navigate to Dashboard > Add roles
and features to launch the Add Roles and Features Wizard.

(£

Server Manager * Dashboard

I8 Dashboard WELCOME TO SERVER MANAGER

B Local Server
& Al Servers
¥§ File and Storage Services b

3 Add other ser
» : =
WHAT'S NEW
- 4 Create a server group
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 1 | Server groups: 1 | Servers totak: 1
== File and Storage
[ N 9 1 § Local Server 1
Services
@ Manageability @ Manageability
Events Events
Performance Services
BPA results Performance
BPA results

2. On the Before You Begin page, click Next.

DESTINATION SERVER

Before you begin doc-web.covenelocal

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection .
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding p isites have been d, close the wizard,

complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

<reiou | [N [ o | [ ]
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3. On the Installation Type Page, select “Role-based or feature-based installation”. Click
Next.

DESTINATION SERVER

Select installation type doc-web.ovene ol

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . P %
machine, or on an offline virtual hard disk (VHD).

(®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

[ nstat | [ Coneet ]

4. On the Server Selection Page, select a destination and click Next.

DESTINATION SERVER

Select destination server doc-web.covenslocal

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type ® Select a server from the server pool
S O Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

doc-web.covene.local 192.168.11.18 Microsoft Winc 2 R2 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | [ Next> E [ instan Cancel
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5. On the Server Roles Page, select “Web Server (lIS)”.
[ Add Roles and Features Wizard == -

DESTINATIOM SERWER

Select server roles oc-wot coverdoca

Befora You Begin Select one or more roles to install on the selected server.

Installation Typs Roles Description
Server selzction A Web Server (1IS) provides a reliable,
[ Application Server manageable, and scalable Web
["] DHCP Server application infrastructure,
IRELES [ DNS Server
[1 Fax Server
| [®] File and Storage Services (1 of 12 installed)
[] Hyper-V

[ Metwark Policy and Access Services
[1 Print and Document Services

[ Remaote Access

[] Remate Desktop Services

[1 Welume Activation Services

]

[] windows Deployment Services

[] Windews Server Essentials Experience

[[] Windows Server Update Services

6. A dialog will appear to confirm dependencies for Web Server (IIS). Click Add Features.

=] Add Roles and Features Wizard -

Add features that are required for Web Server (115)?

The following tools are required to manage this feature, but do not
have to be installed on the same server,

4 Web Server (|I5)
4 Management Tools

[Tools] 115 Management Conscle

Include management tools (if applicable)

7. When returned to the Web Server Role (lIS) Page, click Next.
On the Features Page, check the boxes next to .NET Framework 4.5 Features > ASP.NET
4.5 and IIS Hostable Web Core, then click Next.

©
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& Add Roles and Features Wizard = | = -

DESTINATION SERVER

Select features oc-web.covene loca

Refore You Reqin Select one or more features to install on the selected server.

Features Description
- S e e ~ 1S Hostable Web Core enables you
ASPNET 4.5 to write custom code that will host
8] WCF Services (1 of 5 installed) core IS functionality in your own

application. HWC enables your
application to serve HTTP requests
[] BitLocker Drive Encryption and use its own

[] BitLocker Network Unlock applicationHost.config and root
[ BranchCache web.config configuration files. The

HWC application extension is
[[] Client for NFS contained in the hwebcore dll file.

[] Data Center Bridging
[] Direct Play
[] Enhanced Storage

[] Failover Clustering

[] Background Intelligent Transfer Service (BITS)

[] Group Policy Management

IS Hostable Web Coref
[ Ink and Handwriting Services v

< " >

< Previous MNext » Inztall Cancel

NOTE: Depending on your environment, the following may appear under the Server Roles if
installing on a server where IIS was already installed.

9. On the Web Server Role (lIS), click Next.
10. On the Role Server Page, check the following check boxes (click Add Features if
prompted to add any feature dependencies):
a. Web Server > Security > Windows Authentication,
b. Web Server > Application Development > .NET 4.5 Extensibility
c. Web Server > Application Development > ASP.NET 4.5
11. Click Next.

12. On the Confirmation Page, click Install and wait for the features to complete installation.
& Add Roles and Features Wizard [=T==0

Web Server (IS}

Management Tools

11S Management Console

< Previous Install N Cancel

13. After successful installation, click Close.

The operating system is now configured with the roles and features required to support the

Cohesion service and web server.
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6. 0pen Windows Firewall Ports
The following specifies how to open ports for the Windows Firewall, if enabled. Should a firewall
be in place between the clients of the Cohesion Platform and the server, then TCP port 5424 must
be opened on the respective firewall device.

1. From the Server Manager, select Tools > Windows Firewall with Advanced
Security.

2. Select Inbound rules on the left panel, then select New Rule... from the Actions
panel on the right.

BE |

73 Windows Firewall with Advanced Security

File  Action  Miew Help

«= x0 = 8=

W Windows Firewall with Advance BRI Actions
Inbound Rules -
£ Narne Group ~ || Inbound Rules -
&5 Cutbound Rules
- R @Covene Cohesion = News Rule
Fa Connection Security Rules =&

° BranchCache Content Retrieval (HTTP-In)
°BranchCache Hosted Cache Server (HTT..
°BranchCache Peer Discovery (WS0-In)
oCOM+ Metwrark Access (DCOM-In)

° COM+ Rermnate Administration (DCOM-1n)

3 lé, ronitoring

@Cnre Metworking -
@Cnre Metworking -
@Cure Metworking -
@Cure Metworking -
@Cora Metwarking -
@Cora Metworking -

Internet Group Mana..,
IPHTTPS (TCP-In}
1P (IPb-Ir)y
Multicast Listener Do...
Multicast Listener Qu..,

hulticast Listener Rep...

BranchCache - Con
BranichCache - Host
BranichCache - Peer
COM+ Metweark Ao
COM+ Remote Adn

Core Networking
Core Networking
Core Networking
Core Networking
Core Networking
Core Metworking v

7 Filter by Profile
7 Filter by State
7 Filter by Group

- v v w

@Cnre Metwarking - Destination Unreacha... Core Netwarking View
@Cnre Metwarking - Destination Unreacha.. Core Metwarking |G Refresh
@Cnre Metworking - Dynamic Host Config...  Core Netwarking 5 Exportlist..
@Cnre Metworking - Dynamic Host Config...  Core Netwarking E Help

< m > € m >

3. Select Port, and click Next.
i News Inbound Rule Wizard

Rule Type

Select the type of firewall rule to create,

Steps:
@ FRule Type ‘what type of rule would you like to create?
» Protocol and Parts
@ Action O Program
@ Profile Rule that controls connections for & program,
@ MName ® Port

Rule that controls connections for a TCP or UDP port.
) Predefined:

BranchCache - Content Retrieval [Jzes HTTF]

Rule that controls connections for a Windows experience.
() Custom

Cusztom rule

< Back
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4. Select TCP, specify a specific local port of 5424, and click Next.

4 New Inbound Rule Wizard .
Protocol and Ports

Specify the protocols and ports to which this wle applies.

Steps:

» Rule Type [roes this rule apply to TCP or UDP?
» Protocol and Ports ® ICP

» Action ) UDP

» Frofile

» Mame

[roes this rule apply to all local ports or specific local ports?

O All local ports

® Specific local ports: 424
Exarmple: B0, 443, 50005010

| < Back || Mest » | | Cancel

5. Click Allow the connection, and click Next.

"4 MWew Inbound Rule Wizard -
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
s Fule Type ‘what action should be taken when a connection matches the specified conditions™?

» Protocol and Ports
(®) Allow the connection

o Gl Thiz includes connections that are pratected with IPzec as well az thoze are naot,
»  FProfile .

() Allow the connection if it iz secure
» Mame

Thiz includes only connections that have been authenticated by using IPsec. Connections
will be secured using the zettings in IPzec properties and rules in the Connection Security
Rule node.

() Block the connection

| < Back || Mext > | | Cancel |

6. Click Next on the next page, then name the rule and click Finish.

7. The firewall is now correctly configured to allow incoming connections to reach the
Cohesion service.
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7. Install Covene Cohesion Server Software

The following instructions will install the Cohesion Server service and webserver.
NOTE: Administration privileges are required to run the installer.

1. Copy the CoveneCohesionServerSetup-<ver>.msi file to the deployment system, where
<ver> is the version number of the Covene Cohesion installer.

2. Double-click the file to run the installer.

3. Depending on your security settings, you may be prompted by User Account Control to
allow the program to make changes to the computer. If prompted, click Yes.

4. Follow the instructions directed by the installer. If prompted to allow the installer to make
changes to the computer, click Yes.

8. Cohesion Server Software Installation
1. Launch the installer, accept the terms of the license agreement to proceed.
2. Click Install to complete the setup wizard and begin installation.
3. Upon confirmation of successful installation from the installer, the Cohesion service and
webserver will be installed and ready to start.
4. Please continue with instructions including reboot before attempting to login

9. Configure the Cohesion Webserver in 115

The Covene Cohesion Server installs a website in IS that requires configuration before it will be
operational. The following steps are required to configure the website so that it is accessible.

WARNING: The Cohesion Server is intended to be installed as the primary website bound to port
443 of the server.

1. SSL Certificates

SSL Certificates are required to secure communication between browsers and the Cohesion Server
web interface. If the use of a domain certificate is desired, the instructions below will guide the

creation and application of the certificate. Otherwise, a third party certificate authority should be
used to generate the certificate.

NOTE: By default, Firefox and Chrome do not inherently trust domain certificates. It is
recommended domain certificates be trusted by Group Policy or use certificates signed by a
third party Certificate Authority so all browsers will trust the certificates.

1. From an administrative workstation or remote desktop to the Cohesion Server, launch
Internet Information Services (IIS) Manager and manage the server upon which Cohesion
Server was installed.
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2. Select the Server Icon under the Start Page Icon in the left panel tree-view, then double-

click Server Certificates in the main view.

€3 » DOC-WEB »

Eile  Wiew  Help

A --‘ﬂ DOC-WEB (COWVEMENcabrien)
@ Application Pools
4-[8] Sites
[>° Covene Cohesion Web
b DefaultWeb Site

% DOC-WEB Home

Filter: » 7 Go - g Show Al

Feature Marrie

'.':.35 Madules
E-‘Eﬂiﬁlutput Caching
g Request Filkering
E@"Sewer Certificates
@Worker Processes

Description |~
Configure native and manag

Specify rules for caching se

se this feature to configure

Reguest and manage certific

Wiews information about wor

Open Feature

Manage Server
Restart

Start

Stop

Wiews Application Pools
Wiewe Sites

o Get Mew Web Platform

Management Request and manage certificates forwebsites

that use S5L |:unents

Configuration Editor
&Feature Delegation
[ Shared Configuration

<

Provides 3 generic Configurs—
Configure the default delegs =

Turn on or off shared config

] [ [7]

e Help

3.

T

€3 » DOC-WEB »

= Festrervien | Cortent View

Eile  Miew Help

e Tﬂ Start Page
4 --‘ﬂ DOC-WER (COVEME cobrien)

----- @ Application Pools
A@ Sites
[>° Covene Cohesion Wek
b0 Default Web Site

% Server Certificates

Use this feature to request and manage certificates that the
Web server can use with websites configured for 351,

Filter: - W Go - (G Show Al

Matrie lssued To

L<]

Festuresview |2 Cortant Viw

Irmport...,

Create Certificate Request..,
Cormplete Certificate Request.,

Create Domain Certificate...

Create Zelf-Signed Certificate...

Enable Automatic Rebind of
Renewed Certificate

0 Help
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4. Specify the required information for the certificate, and click Next.

Create Certificate _

!!: Distinguished Name Properties

gl

Specify the required infarmation for the certificate, State/province and Cityflocality rust be specified as
official names and they cannot contain abbreviations,

Cornrnon narne: |d0c-web.c0vene.|oca| |
Organization: |C0\.-'ene |
Organizational unit:

Cityflacality [st]Louis |

State/province: |MO |

Country/region: |US hd

5. Select the authority, specify a friendly name, and click Finish.

Create Certificate _

|| Online Certification Authority

Specify the certification authority within your domain thatwill sign the certificate, & friendly name is required
and should be easy to remember,

Specify Online Certification Authority:

|covene-ADU‘I-CA\adU‘I.covene.IocaI | Select..,

Example: CertificatefuthorityMametServerMame

Friendly narne:

|d0c-web.c0vene.|ocall

Previous Einish | | Cancel
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6. The certificate will be listed.

=

€ » DOC-WEB »

Eile  \iew Help

% Server Certificates
Impart.,
?ﬂ Start Page . - N
'@ E Use this feature to request and manage certificates that the Create Certificate Request.,
4% DOC'WE_B ((_:OVENE\CDb"En) Web server can use with websites configured for S5L, Cornplete Certificate Reguest..,
@ Application Pools S —
4.8 Sites Filter: - W iGo - % Showy All | | Create Dorain Certificate..,
DO Covene Cohesion Web
[ ‘ Default Web Site

Marme - Issued To Create Self-Signed Certificate...

doc-web.covene.local doc-weh.covene local M am

Expart..,
Renew..,
K Remove

Enable Autornatic Rebind of
Renewed Certificate

e Help

[<] [T [

7. In the left panel under Sites, select Covene Cohesion Web Site. Navigate to Actions >
Edit site > Bindings.

€ » DOC-VEE » Sites » Cowene Cohesion Web Site »

Eile  \iew Help

Q ilB I8 e Covene Cohesion Web Site

ﬂ Explare
Start Page Home Edit Perrmissions...

DOC-WEB (COVEME\Cobri e
. (. \cobrien) Filter: - W Go - G Showal l a Edit Site
@ Application Pools

Sites Feature Marrt Description Bindings...
& Covene Cahesion Weh Site ASP.NET - S S
Dlj bin I3 MET &uthorization R, Configure rules for authorizi B Wiewr Applications
B[ Content & MET Campilation Caonfigure properties for co L] Wiew Virtual Directories
D‘ﬂ forits MNET Error Pages Configure pages to return wl
Dlj Smets ? MET Globalization Configure globalization prop
! Eg 37:\:\:& References %.NET Profile Configure options that track
:D & Default Web Site S5 MET Rales Configure user groups for u
@.NETTrustLeve\s Configure trust-level policy
I.‘%.NETUsers Manage users who belong te +
L<] m | [>]

Manage Website (o)
g Restart
P Start
B Stop
Browse Website
B Browse 443 thttps)

Advanced Settings..,

=] Features View Q;Contant\u’iew Confiaure
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8. In the Site Bindings pop-up window, click Edit....

Type Host Mame Port IP Address Binding Add...

Edit...

Rernowe

Browwse

Close

9. Select the SSL Certificate that was created in the previous step.

Type: P address:

|https | |AII Unassigned

Host name:

] Require Server Marme Indication

SSL certificate:

doc-web.covene local ‘ Select...

Mot selected

covene.local

Ok

10. After selecting the SSL Certificate, click OK, then Close.

NOTE: The Default Web Site may be deleted if not in use.

11.The web server is now correctly configured to allow intranet traffic of a secure SSL
connection.
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10. Post-Installation Configuration
Once the server is initially installed, the following steps are required in order to ensure the system

is operational.

1. Copy the License File
Before the system will be fully operational, the license must be configured. License files
should be copied to the location of the Service directory. By default this location is:
C:\Program Files (x86)\Covene\Covene Cohesion Server\Service.

2. Restart the Server

Restart the server before you attempt to login to the Covene Cohesion website.

NOTE: After the server starts for the first time, it may take a few minutes to fully initialize
and the database to be accessible.

3. Configure the Cohesion Settings

At this point installation is completed. Refer to the Administrator guide for instructions on

configuring the system.
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4. Appendix A: Installer Parameters

1. Cohesion Server Installer Parameters

The server installation can be customized by supplying additional parameters to the Covene
Cohesion Server Installer during installation.

1. Supported Parameters
The following parameters may be provided when the installer is passed to the msiexec program:

e INSTALLDIR: Specifies the installation directory.
e PORT: Specifies the port the server will communicate with the Outlook Add-In application.

WARNING: Changing the port of the TCP Address will require changing the port in the
Address option in the Outlook Add-in configuration file. See the Covene Cohesion Add-In
for Microsoft Outlook User Guide for more information.
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